
Jivetel Communications, LLC
2 Stag Ct

Suffern N.Y. 10901
Phone 800-270-3711

March 8th 2010

Marlene H. Dortch
Office of the Secretary
Federal Communications Commission
445 12th Street, SW, Suite TW-A325
Washington, DC 20554

RE: EB Docket No, 06-36
Customer Proprietary Network Information (CPNI) Certifications
Under 47 C,ER. §64.2009(e)

Dear Secretary,

Attached please find our annual CPNI filing affirming our compliance along with all
required documentation.

Sincerely,

Israel leIscher
Member
Jivetel Communications, LLC

cc: Best Copy and Printing, Inc., via email (FCC@BCPIWEB.COM)



Annual 47 C.ER. § 64.2009(e) CPNI Certification

EB Docket 06-36

Jivetel Communications, LLC
Form 499 Filer ID: 826909

I, Israel Fleischer, Member of Jivetel Communications, LLC, certify that I am an officer of the
company named above, and acting as an agent of the company, that I have personal knowledge
that the company has established operating procedures that are adequate to ensure compliance
with the Commission's CPNI rules. See 47 C.ER § 64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining how
Jivetel Communications, LLC's procedures ensure that the company is in compliance with the
requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Title: Member

FCC Annual Filing



Annual 47 C.ER. § 64.2009(e) CPNI Certification

EB Docket 06-36

Jivetel Communications, LLC
Form 499 Filer ID: 826909

Jivetel Communications, LLC has not taken any actions (proceedings instituted or
petitions filed by a company at either state commissions, the court system, or at the Commission
against data brokers) against data brokers in the past year. Companies must report on any
information that they have with respect to the processes pretexters are using to attempt to access
CPNI , and what steps companies are taking to protect CPNI.

Jivetel Communications, LLC has not received any customer complaints in the past year
concerning the unauthorized release of CPNI (number of customer complaints a company has
received related to unauthorized access to CPNI, or unauthorized disclosure of CPNI, broken
down by category or complaint, e.g., instances of improper access by employees, instances of
improper disclosure to individuals not authorized to receive the information, or instances of
improper access to online information by individuals not authorized to view the information).

Signed~~
Is{aeIleiSCi1er, Member

FCC Annual Filing



Exhibit "A"



section 64.2005

..

Jivetel Communications, LLC
2 Stag Court

Suffern, New York 10901

Compliance Requirements

Jivetel Communications. LLC ("Company") maintains the following operating procedures to ensure compliance with
the requirements set forth in Section 64.2001 et seq. of the Commission's rules.

Use of tostomcl:' proprietary network il1formation witlaout ~$"tomer

approval.

(a) Any telecommunications carrier may use, disclose, or permit aooess to CPNI for the purpose of
pl'ovidingor marketl.ng service offerings among the categories of service (i.~., local, interexclrnllg&, and
CMRS) to which the clIstomer already subsaibes from the same catTier, without customer approval,

(1) If a tele<'.ommunicatioIls carrier provides diffurent categories of service, and a customer
subs~bes to mOl'e than one eategory of service offered by the carrier, the carrier is permitted to share
ePNf among the ClUrier's affiliated entities that provide a service offer.ing to the ~ustom.er.

(2) If a tel~conilnuoi(;aljolls canier provicres diffi:rent ~gories of service, but a cuatomcr dOO$
not subscribe to more fun one offering by tbe carrier, tbe carrier is not permitted to share CPNI with its
affiliates, except as provided in §64.2007{b}.

(b) A telec-.ommunioations carrier may not use, disclose, or permit access to CPNI to market to a
customer servioe offerings that are within a category of service to whicb the subscriber does not already
subscribe ii:om that carrier, llnless that carrier has customer approval to do so, except as descn'bed in
paragraph(c) of this section.

(1) A wireless provider may use, disclose, 01' pennit access to CPNI derived ftom Its provision of
CMRS, without customer approval. for the provision ofCPE and information service(s). A wireiine carrier
may liSe, disclose or permit access to CPNI derived from its provision of local exchange service or
interexcbange servioe.withoat customer approval, for the provision ofCPB and <laU answeJ."fog, voice mail
or nlessaging. voice storage andretrieval services, fax store and forward, and protocol conversion.

(2) A telecommunications camer may not use. disclose, or pennit access to CPNI to identify or
track customers that call competing service providers. For example, a lQcal exchange carrier rnay not use
local service epN! to track all customers that call1oca1 service competitor$.

(0) A telecommunicatiODS: carrier may use. disclose, or permit aocess to CPNI. without custQm<lr
approval, as described in this paragraph (0).

(I) A teleeommunioations carrier may liSe. disclose, or penni. access 10 CPNI, without customer
approval, in Its provision of inside wiring installation, maintenance, and repab' services.

(2) CMRS providers may use. disclose, or permit access to CPNI for the pmpose of conducting
researcb on the health effects ofCMRS.
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(3) LEes, CMRS providers, and interconnected VolP providers may use CPNI, without customer
approval, to market services formerly known as adj\U1ct-to-basic services, such as, but not limited to, speed
dialing, computer·provided directory assistance, call monitoring, call tracing, call blocking, call return,
repeat dialing, call tracking, call waiting, caller 1.0., call fOl'\Varding, and certain Centrex features.

(d) A telecommunications carrier may use, disclose, or pennit access to Cl'NI to protect the rights
0.lJ'.!.0Eerty ofthe carrier, or to protect users of those services and other carriers from fraudulent, abusive, or . ~.

"--iinlawfuf,iie of, orsubscription to, sucfiservrces.

Response 1:Tlre Compan.y lias adopted specific CPIVI policies to elultre. that, ill tAe absence of customer approval,
CPNI is only used by tI,e Compmty to provide or market service offerings among tl,e categories of
service (Leo, local, interexchange, alld CMRS) to IV/Itch the customer already subscribes. The
Complmy's CPNI poUeies prohibit l11e S]Ul1'illg of CPNJ with affiliated compQ1lies, except os permitted
under Rule 64.2005(a)(l) or with customer approval pursuant to Rule 64.Z007(b). TlleolZly exceptions
to the.~e poUe/e.f are as permitted fmder 47 U.S.c. § Zl2(d) andRule 64.2fJOS.

Section 64.2007 Approval reqUired for use of custOlner proprietary network information.

..

(a) A telecommunications carrier may obtain appl'oval through written, oral or electronic
methods.

(1) A telecommunications carrier relying on oral. approval shall bear the burden ofdemonstrating
that such approval has been given in compliance with the Commission's rules in this part.

(2) Approval or disapproval to use, disclose, or permit access to a customer's CPNI obtained by a
telecommunications carrier must remain in effect until the customer revokes or limits such approval or
disapproval.

(3) A telecommunications carrier must maintain records of approval, whether oral, written or
electronic, for at least one year.

Response 2: In all circumstances where customer appmvnl is required to use, disclose orpermit areess to CPNl, the
Company's CPNIpolicies require i1,at the Company obtain clIskJmer approval tl,rough written, oral Of

electronic methods In complifmce with ,Rule 64.2007. A cust(lmer1s approval or disapproval remains in
effect until the customer revokes or limits the approval or di,approvaL The Company maintai1fs records
ofcustomer approval (whetller written, oral Qf electronic) for 4 minimwn of(me year.

(b) Use ofOpt-Out a:nd Opt-In ApprowJ/ Processes. A telecommunications carrier may, subject
to opt-out approval or opt'-in approval, use its customer's individually identifiable CPN'I for the PUl"pOSe of
marketing comnnmicatiolllHelated services to that customer. A telecommunications carrier may, subject to
opt-out approval or opt~in approval, disclose its customer's individually identifiable CPNI, for the purpose
of marketing conununications-related services to that customer, to its agents and its affiliates that provide
communications-related services. A telecom.munications carrier may also pennit such person or entities to
obtain ac.cess to such CPNI for such purposes, Except fur use and disclosure of CPNI that is pennitted
williout customer approval under section §64.2005, or that is described in this paragraph. or as otherwise
provided in section 222 of the CommWlications Act of 1934, as amended, a telecommunications carrier
may only use, disclose, or permit access to its customer's individually identifiable CPNI subject to opt-in
approvaL

Response 3: The Company does not use CPNI for any purpose (including marketing cOntmunlcations--related
services) and doesflot disclose QTgrllllt aCCe.fS tiJ CPNI to llnyparty (inclllding to age1ItS or affiliates that
provide f"YJnununlcatuJns-related services), except as permitted under 47 U.S.c. § 222(d) and Rule
64.2005.
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Section 64.2008 Notice required for use ofcustomer proprietary network information.

(a) Notification, Generally. (1) Prior to any solicitation for customer approval, a
telecommunications carrier mUl>1 provide notification to the customer of the customer's right to restrict use
of: disclose of, and access to that customer's CPNI.

(2) A telt,commumcations carrier must maintain records of notification, whether oral, written or
"-·-·-------electronlc;ffii:-arIeastone year. -------

(b) Individual notice to customers must be provided when soliciting approval to use, disclose, or
permit access to customers' CPNl

(c) c.'ontent ofNotice. CUl>tomer notification must provide sufficient infonnation to enable the
clIstomer to make an informed decision as to whl.':tber to permit 11 carrier to use, disclose, or permit access
to, the customer's CPNI.

(l) The notification must state that the cl.lStomer has a right, and the can'ler has a duty, under
fMerallaw, to proted: the confidentiality ofCPNI.

(2) The notification must specify the types of infonnationthat constitute CPNI and the specific
entities that will receive the CPNI, describe the purposes for which CPNI will be used, and inform the
customer ofhis or her right to disapprove those uses, and deny or withdraw access to CPNI at any time.

(3) The notification must advise the customer of the precise steps the customer must take in order
to grant or deny access to CPNI, and must clearly state that a denial of approval will not affect the
provision of any services to which the customer subscribes. However, carriers may provide a brief
statement, in a clear and neutral language, describing consequences dirootly resulting from the lack of
access to c.."PNI.

(4) The notification must be comprehensible and must not be misleading.

(5) If written notification is provided, the notice must be clearly legible, use sufficiently large
type, and be placed in an area so as to be readily apparent to a customer.

(6) If any portion of a notification is translated ioto another language, then all portions of the
notification must be translated into that language.

(7) A carrier may state in the notification that the customer's approval to use CPNI may enhllllce
the carrier's ability to offer products and services tailored to the customer's Ileeds. A carrier also may state
in the notification that it may be compelled to disclose CPNI to any person upon affirmative written request
by the customer.

(8) A carrier may not include in the notification any statement attempting to encourage a customer
to freeze third-party access to CPNI.

(9) The notification must state that any approval, or denial of approval for the use of CPNI
outside ofthe service to which the customer already subSCribes from that can-jet is valia until the customer
affirmatively revokes OJ' limits such aP1,rovaJ or denial.

(10) A telecommunications carrier's solicitation for approval must be proximate to the
notification ofa customer's CPNI rights.

Response 4: The Company's <-"PN/ policies require that cust<m'et$ be notified of their rigllts, and the CQ1npany's
obligations, with respect to CPNI prior to tmy solicitationjor customer approval All requiretl customer
notice.~ (witether written, oral or electronic) comply witlt dIe requirements Of Rule 64.2008. The

3



Response 4:

Comp(my maintains record.. Qf aU required customer notices (whether written. oral or elet..'tronic) for a
minimum ofoneyear.

(d) Notice Requirements Specific to Opt-Out. A telecommunications carrier must provide
notification to obtain opt-out approval through electronic or written methods, but not by oral
communication (except as provided in paragraph (1) of this section). The contents of my such notification
must comply with the requirements ofparagraph (c) of this section.

(1) Carriers must wait a 30-day minimum period of time after giving customers notice and an
opportunity to opt-out before assumbg customer approval to use, disclose, or permit access to CPNI. A
carrier may, in its discretion, provide for a longer period. Carriers must notify customers as to the
applicable waiting period fOT a response befare approval is assumed.

(i) In the case ofan electronic form of notification, the waiting period shall begin to fUll from the
date on which the uotification was sent; and

(ii) In the case of notification by mail, the waiting period sllall begin to run 011 the third day
following the date that the notification was mailed.

(2) OnTiers using the opt-out mechanism must provide notices to their customers every two
years.

(3) Telecommunications carriers tllat use e-mail to provide opt-out notices must comply with the
following requiretnents in addition to the requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval from consumers to seud notices via e
mail regarding their service in genera!, or CPNI in particular;

(ii) Carriers must allow customers to reply directly to e-mails containing <.-:PNI notices ill order to
opt-out;

(iii) Opt-out e-mail notices that are returned to the carner as undeliverable must be sent to the
.customer in another form before carriers may consider the customer to have received notice;

(Iv) Carriers that use. e-mail to send CPNI notices must ensure that the subject line ofthe message
clearly and accurately identifies the subject matter oftbe e-mai1;aud

(v) Telecommunications carriers must make a¥uilable to every customer a method to opt-out that
is of no additional cost to the customer and that is available 24 hours a day, seven days a week. Carriers
may satisfy this requirement through a combination of methods, so long as all customers have the ability to
opt-out at no cost and are able to effuctuate that choice whenever they choose.

Response 5: The CompOlty does not currently solicit "opt out" customer approvalfor the use or disclosure oj CPNI.
11t6 CompanJ1 does not use CPNI for any purpose (inchlding 1ttJlrketing communications-related
services) amI does not disclose or grant accesswCPNIto any party ('ftcludiltg to agmts or affiliates t/rat
provide communlcotfons-related services), except 4S permitted under 47 U.s.C. § 222(d) and Rule
64.2005.

(e) Notice. Requirements Spe.cific to Opt-In. A telecommunications carrier may provide
notification to obtain opt-in approV'dJ Ihroughoral, written, or electronic methods. The contents ofany such
notification must comply with the requirements ofparagraph (c) of this section.

Response 6:The Company does not currently solicit "opt in" customer approvul/or th~ use or disclosure of CPNI.
TI,e Company does not use. disclose or grtml (wcess to CPNI for (tI" purpose, to any party or in allY
manner thut would require a customer's "tlpt i,l" apprbVal under the Commission'S CPNI Rules.
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(f) Notice Requirements Specific to One-Time Use o!CPNI. (1) carriers may use oral notice to
obtain limited, one-time usc of CPNI for inbound and outbound customer telephone contacts for the
dw:atlon·of the call, regardless of wllether carriers use opt~out or opt-in approval based on the nature of the
contact

(2) The content,> of any such notification must comply with the requirements of paragraph (0) of
this section, except that telecommunications carriers may omit any of the following notice provisions if not

-~-----""';'''·_---··''·---:r:-::er'evant to ffieliIDlied"use for wffiChfue carrier see~f.fr:~-

(i) Carriers need not advise customers that if they have opted~out previously, no action is needed
to maintain the opt-out election;

(ii) Carriers need not advise customers that they may share CPNI with their ai'filiates or third
parties and need not name those entities, if tlle limited CPNI usage will not result in use by, or disclosure
to, an affiliate or third party;

(iii) Carriers need not disclose the means by which a customer can deny or withdraw future access
to CPNI, so long as carriers explain to customers that the scope of the approval the carrier seeks is limited
to one-time use; and

(iv) Carriers may omit disclosure of the precise steps a customer must take in order to grant or
deny access to CPNI, as long as the carrier clearly communicates that the customer can deny access to his
CPNI for the call.

Response 7: In instances wllere the Company seeks one-time customer approvaljor tI,e lise or disclo.vure ojCPNl,
the COltlPtlllY ()btains such approv(ll i,z accordilnce with the disclosures, met/Iods and requirements
contained in Rule 2008(fj.

Section 64.2009 Safeguards reqnired for use of eustomer proprietary networlc information.

(a) TeleCOmDllmications caniers must implement a system by which the status of a customer's
,CPNI approval can Ix: clearly established prior to the use ofCPNI.

Response 8: Tile Company ~~ hilling system allows authorized company persolfn£l to easily determine the status of a
customer's CPNJ approval on the customer account screen prior to the use (IT disclosure oj'CPNI.

(b) Tele<:ommunications carriers must traln their personnel as to when they are and are not
authorized to use CPNI, and carriers must have an express disciplinary process in pla<;e.

Response 9: The Company has established CPNI COmpliu'lce policies tllat mclude employee training on restrictions
0" Ule lI.re and disclosure Of CPNI (lIId reqUired safeguards to proteel agailtst unauthorl:r.erI use or
disclosure ojCPNL Employees I,ave signed that they understand the CPNI policies and u violation oj
thosepolicies will result in disciplinary adion.

(c) All carriers shall maintain a record, electronically or in some other maMer, of their own and
their affiliates' sales and marketing campaigns tbat use their customers' CPNI. All caniers shall maintain a
record of aU instances where CPNI was disclosed or provided to third pW1ies, or where third parties were
allowed access to CPNI. The record must include a description of each campaign, the specific CPNI that
was used in the campaign, and what products and services were offered as a part ofthe campaign. Carriers.
shaH retain the record for a minimum ofone year.

Response 1O:11le (;()mpany's CPNI policies reqltife that all sales and IIUITketing campaig-n.f including t"ose utilizing
CPNI be recorded and kept on file for at [ea..ft one year. Records are also maintainedjor disclosure or
access to CPNI by t/rirdparties. The records incb,de the required tnfonnation listed in Rule 64.2009(c).
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Cd) Telecommunications carriers must establish a supervisory review process regarding carrier
compliance with the rules in this sUbpart for out-bound marketing situations and maintain records ofcarrier
compliance for a minimum period of one year. Specifically, sales personnel must obtain supervisory
approval of allY proposed out-bound marketing request for customer approval.

Response 1!'he Company's CPNI policies Teqilirc employees to obtain apprqval from the Company's CPNI
",_,_ f-.-- .._,, (;/l!lJJ!1i(lnc~c(!r(Qr all. marketif!g CtmW4igtl3t In;cJ(ldiJIg those utilkf!!g CPfl!l.J!!ior to blitiatil,g):;;;/,,::Q::;..t-----1:-.

campaign. Record oj the marketing campaigns, along with the appropriate supervisory approval is
mainthinedfor at least Dlle year.

(e) A telecommunications carrier rollst have an officer, as an agent of the carrier, sign and tile
with the Commission a compliance certificate cn an annual basis. The officer must state in the certification
that he or she has personal. knowledge that the company has established operating procedures that are
adequate to ensure compliance with the rules in this subpart. The carrier must provide a statement
accompanying the certificate explaining how its operating procedures ensure that it is or is not in
com.pliance with the roles in this subpart.. In addition, the carrier must include lin explanation of any
actions taken against data bl'Okers and a summary of all customer complaints received in the past year
conceming the \mauthorized release of CPNL This filing must be made annually with the Enforcement
Bureau on or before March 1 ill BB Docket No. 06-36, for data pertaining to tbe previous calendar year.

Response 12J.'he required officer certifICation. adions taken against aatrs brokers and summary of customer
c()mplaint documents are included with this accOIupanylng statement. The Company will file these
ducumenly Oil an annual basis on or be/ore March 1/07 data pertaining to 11,epl'eV;OU,f calendar year.

(f) Carriers must provide written notice within flv!) business days to the Connnission of any
instance where the opt-out mechanisms do not work properly, to such a degree that consumers' inability to
upt"iJut is more than a.n anomaly.

..
(1) The notice shall be in the fmm ofa letter, and shall include the carner's name, a description of

the opt-O'llt mechanism(s) used, the problems(s) experienced, the remedy proposed and wlten it will be/was
implemented, whether the relev31lt 1>1ate commission(s) has been notified and whether it has taken any
action, a copy ofthe notice provided to customers, and contact information.

(2) Such notice must be submitted even if the carrier offers other metllods by which consumers
may opt-Qut.

RespOnse 1317,e COl1lparl}' does Itot currently solicit "opt out" customer approval/or the use or disclosure ofCPNI.

Section 64.2010 Safeguards on the disclosure of clllitmner proprietary network information,

(a) Safeguarding CPNI. Telecommunications c8niers must take reasonable measures to discover
and protect agai.nst attempts to gain unauthorized twcess to CPNI. Telecommunications (:~lrriers must
properly authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact,
online account access, or an ill-store visit.

Response 14TI,e Company'8 CPNI policies and employee training include reas01,able measures to discover and
protect agoillst activity that is illdlcatlve ofpretexting and employees are ilrslructed 10 notify the CPNI
Compflance Olflcer ifany such ac'ivity Is suspectM.

(b) Telephone access to CPNI. Telecommunications carriers may only disclose call detail
information over the telephone, based on customer-initiated telephone contact, if the cu....tomer frrst
provides the carrier with a password, as descnbed in paragraph (e) of this section, that is not prompted by
the carrier asking f'Or readily available biographical information, or account infonnation. If the customer
does not provide a password, the telecommunications carrier may only disclose call detail information by
sending it to the customer's address of record, or, by calling the customer at the telephone number of
record. If the customer is able to provide call detail information to the teleconunullications carrier during a
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customer-initiated call with.out the telecornmnnications carrier's assi1>1ance, then the telecommunications
callier is permitted to discuss the call detail information provided by the customer.

Response 15fhe Company's CPNl poIicie.f ensure that a customer i.~ortly able to access caU tRtll« information over
tI,e telephone ill one of tile Ways listed in Rule 64,ZfilO(b). q tlte customer cannot remember tlleir
pa&Swol'd, they aTe prompted to answer a security question. Neither the pussJIlord 'lor the secllrity

__ I-_. ..._.----!J.!!!.stw~ ar~ based Oil rea.~!!Lflvailab/e biftg•.t:f!R!!i.£!11 inlom}!!lion or. acco1!.!'.!J!1fprma!IoII.. CU8tom~::.. ._+__
service representatives are instru.cte.tl to authentkate cllstomers over the Udephone In all instancp.s except
ill the case wltere the customer p,wldes the ct1ll detlliJ iliformation without the assistance of the
Company. .

(c) Online access to CPNJ. A telecommunications carrier must authenticate a customer without
the use of readily available biographical information, or account information, prior to allowing the
customer online access to CPNI related to a teleeonununications service account Once authenticated, the
customer may only obtain online access to ePNl related to a telecommunications service account through a
password, as. described in pcuagraph (e) of this section. that is not prompted by the carrier asking for readily

... .. ......... .. t

Response 16: The company authenticates customers without the use of readily available biographical or account information prior to
allowing on access to CPNI related to an account. Once authenticated, the customermay only obtain access to CPNI through a password,
that is not prompted by readily available biographical or a«ount information.

(d) In-:;'Yore access to CPNI. A telecommunICations carner may ClISC!OSe CPNI to a customer
who, at a carrier's retaillocatioIl, first presents to the telecommunications carrier or its agent a valid photo
ID matching the customer's account information.

Response 17: The Company does not have retail locations.

(e) Establishment qf a Password and Baclrrup Authentication Methods for Lost or Forgotten
Passwords. To establish a password, 'a teleconnnunications carrier must authenticate the customer without
the use ofreadily available biographical informatioll, or account information. Telecommunications carriers
may create a back~up customer authentication method in the event ofa lost or forgotten password. but such
,back-up custum.cr authentication method may not prompt the customer for readily available biographical
information, or account information. If a customer carnlot provide the con'ect password or the correct
response for the back-up customer authentication method, the customer must establish a new password as
described in this paragraph.

Response 18=ne Company's CPNI policies alw,v for a few ,vays to establish a password, aJI oj which ensure
compliance< with the aboveparagraph. F;,ach mefhod also allbws the cas/orner to esi4blLriI, a back~up or
security question in the event that they forget their ]HI$sJIlQrd. In liD event does the Company use readily
fCI'allable biographit.'Il1 information or account infomlatlnn as a back-up question or as a means to
estab/isft apassword or authenticate the cu.ftomer.

(f) Notification of account changes. Telecommunications carriers must notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This notification is not
requircd when the customer initiates scrvice, including the selection of a password at service initiation.
nlis notification may be thrOu.gh a carrier-originated voicemail or text message to the telephone number of
record, or by mail to the address of record, and must not reveal the changed information or be sent to the
new account information.

Response 19: The company will notify a customer immediately when account changes occur, including a password, a response to a
back-up means ofauthentication, oraddress ofrecord. The notification will be through a carrier-originated voicemail or text message to
the telephone number of record, or by mail to the address of record, and will not contain the changed information or be sent to the new
account information.
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(g) Business Customer Exe,nption. TelecollIDlUnications carriers may bind themselves
contractually to authentication regimes other than those described in this section for services they provide
to their business customer that have both a dedicated account representative and a contract that specifically
addresses the carriers' protection ofCPNI.

Section 64.2011 Notification of customer proprietary network information security
bl"e"<lches.

(a) A telecommunications carrier shaU notify law enforcement of a breach ofits customers' CPNI
as provided in this section. The carrier shall not notify its customers or disclose the breach publicly,
whether voluntarily or under state or local law or these rules, Ulltil ithas completed the process ofnotifying
law enforcement. pursuant to pllnlgraph (b)-

(b) As soon as practicable, and in no event later than seven (7) business days, after reasonable
determillation of the breach, the telecomtmmicatiollS calTier shall electronically notify the United States
Secret Service (USSS) and the Federal Bureau of Investigation (FBI) tllrough a centTal reporting filcility.
1be Commissioll will maintain a link to the reporting fu.cility at btl;p:/lwww.fcc.goyfeb/gpni.

(l) NotWithstanding any state law to the contrary, the carrier shall not notifY customers or
disclose the breach to the public until 7 full business days have passed after notification to the USSS and
the FBI except as provided in paragraphs (2) and (3).

(2) If the carrier believes that there is an extraordinarily urgent need to notify any class ofaffected
customers sooner than otllcrwise allowed under paragraph (1), in order to avoid immediate and irreparable
harm. it shall so indicate in its notification and my proceed to imm.ediately notify its affected customers
only after consultation with the relevant investigating agency. The carrier shall cooperate with the relevant
investigating agency's request to minimize allY adverse eftects ofsuch customer notification.

(3) If the relevant investigating agency determines that the public disclosure or notice to
;customers would impede or compromise an ongoi.ng or potential criminal investigation or national securjty~
such agency may direct the carrier not to so disclose or notify for an initial period of up to 30 days. Such
period may be extended by the agency as reasonable necessary in the judgment of the agency. If such
direction is given, the agency shaH notify the camer when it appears that public disclosure or notice to
affected customers will no longer impede or compromise a criminal investigation or nationai security. The
agency shaH provide in writing its initial direction to the carrier, any subsequent extension, and any
notification that noti.ce will no longer impede or compromise a criminal investigation or national security
and such writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed by carriers.

(c) Recordkeeping. All carriers shall maintain a record, electronically or in some other manner, of
any breaches discovered, notification made to the USSS and the FBI pursuant to paragraph (b), and
notification made to customers. The record must include, ifavailable, dates ofdiscovery and notification, a
detailed description of the ePNI that was the subject of the breach, and the circumstances of the breach.
carriers shall retain the record for a minimum of2 years.

Response 21'{he Company hilS policies tmdprocedures in pInce to ensure complJonce with 1lllle 64.2011. When it i.f
reasonably determined tltat « bread lIas occurred, tf,e CPNI Compliance OJTroer will notify law
enjorcf'Jllent and its customer in the required timejrames. A record ofthe breach will be maintainedfor
a minimum oj two years and will include all information required by Rule 64.2011.
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